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The SPR is a two-step process in which communities assess their current abilities to deliver the targets they
established in Step 3 of the THIRA:

1. For each core capability, communities rate their ability to achieve the desired outcome in each
of five elements: planning, organization, equipment, training, and exercises.

2. Communities provide context for their assessment by rating the priority they place on each core
capability, describing their capability gaps and recent advances, and estimating the extent to
which they will depend on higher levels of government to fill capability gaps.

Together, the THIRA and SPR help communities determine what they need to prepare for, what resources
they require, and what their current gaps are. Regions can use this information to help them efficiently
build and sustain preparedness capabilities.
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Planning Core Capability

e Mission Areas: All

e Description: Conduct a systematic process engaging the whole community as
appropriate in the development of executable strategic, operational, and/or tactical-level
approaches to meet defined objectives.

CPG 101 Version 2 Compliance

Emergency Operations Plan (EOP) Name: Bell, Coryell, Hamilton, Lampasas, Milam, Mills, San Saba
Counties City of Copperas Cove, City of Killeen City of Temple

identified during the training, exercise, or real-world event?

CPG 101 | Question Response
Criteria
Approval Has the EOP been aligned with CPG 101 v2 and approved by the Yes | 11/27/89
appropriate state official?
Whole Was the whole community involved in the development of the base | Yes
Community plan?
Note: The whole community includes, but is not limited to, those
non-governmental organizations beyond traditional engagement,
groups representing those with access and functional needs, youth
and children, and the private sector.
EOP Has the region conducted training on the EOP base plan? Yes
Training
EOP Has the region evaluated the effectiveness of the EOP base plan Yes
Evaluation through exercises?
EOP Real Has the region evaluated the effectiveness of the EOP base plan Yes
World Event | through a real-world event?
EOP Revision | Has the state updated the EOP base plan based on corrective actions | Yes

CPG 101 Compliance Explanatory Notes/Comments

[insert text here]
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Priority
High

N Prevention: Within 5 hours of receiving actionable intelligence of an

Capability Target imminent terrorist attack, develop and execute appropriate courses of action
in coordination with Federal, state agencies, the state police, fusion center, 7
local emergency management programs, 14 local law enforcement agencies
and 22 critical infrastructure entities spanning private and public sectors to
prevent all attacks and follow-on attacks within the Council of Government.
Protection: Develop, maintain, and exercise Emergency Operations Plans
and Continuity of Operations Plans for 100% of the 7 counties, 32
municipalities plus Ft. Hood, 8 regional agencies, and 25 critical
infrastructure facilities, systems, and assets; and vulnerable populations in
the Council of Governments.
Mitigation: Ensure that 100% of all the 7 counties, 32 municipalities maintain
a hazard mitigation plan that addresses all relevant threats and hazards in
the Central Texas Council of Governments Hazard Analysis and other
relevant risk assessments for the jurisdiction.
Response: Within 1 hour of the incident, establish an Incident Action Plan to
coordinate efforts among the responding 7 emergency management
coordinators, 28 police departments, 7 sheriff’s offices, and 25 fire
departments 7 emergency medical services, and 25 private sectors entities in
the 7 counties and 32 municipalities of the Central Texas Council of
Governments.
Recovery: Within 5 days of the incident, establish a Long -Term Recovery
Committee and initiate development of a Recovery Plan for the 7 counties
and 32 municipalities in the Central Texas Council of Governments.

Capability Ratings

POETE Internal Capability Rating Mutual Aid Capability Rating
Planning 3 - Plans/annexes are complete but require 4 - Plans/annexes are complete and
update have been updated within 5 years
Organization 2 - 21-40% of required 3 - 41-60% of required
organization/personnel exists organization/personnel exists
Equipment 2 - 21-40% of required equipment exists 4 - 61-80% of required equipment
exists
Training 2 - 21-40% of required training exists 3 - 41-60% of required training exists
Exercises 2 - Exercises/real-world demonstration have | 3 - Exercises/real-world demonstration
occured; many mission critical findings exist have occured; few mission critical
findings exist

Capability Gaps (note: a gap description is required for all elements rated less than 5)

POETE Capability Gaps
Planning P-1-All plans need to be reviewed yearly to accommodate updates and
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POETE Capability Gaps
changes. During many of the various exercises it was noted that some of the plans on
some jurisdictions did not have community involvement. Recently the Mass Fatality
Plan has been completed by the region and approved, the Hazard Mitigation Plan is in
the final processes before being submitted to FEMA, this includes 3 counties within the
region.

P-2-Many of the communities participated but plans have not been changed to reflect
those business's or contractors.

P-3-All EOP plans will need to be reviewed yearly to include all changes

to include all Hazard and Mitigation Action Plans among each of the counties.

Organization | O-1-Need to update all the newly organizational groups that support each of the county’s
EOP plan.
0-2-Will need to address those changes associated with the Hazard Mitigation Plan for
all the County’s new plans.
0O-3-All the VOADS, and volunteer groups need to be included in all plans with yearly
updates on those plans with citizens’ groups and volunteers.

Equipment E-1-Some agencies need new computers to be able to handle multitude of
responsibility and plans. Electronic updates of all plans so they can be updated as
needed. Plans regarding radio interoperability need to reflective of the various types of
radios and the operation guidelines associated with the various radios. Interoperability
radio assessment revealed equipment throughout the region is outdated and needs
replacing.

Training T-1-Increase participation rate all users regarding radio communications operating
procedures. Communicate as a region on radio interoperability and exercise
functionality.

Exercises E-1-Exercises to increase awareness of EOC and Disaster, Radio Communication Plan,
need to be addressed every year. Exercise MACS to identify weakness in the region’s
standard operating procedures.

Recent Advances

POETE Recent Advances
Planning COG now has a template that can be used by any jurisdiction to use for their
own use. They can customize to fit their needs.

Organization

Equipment The COG has a functioning MACC which can be used for training or real-world
situations.

Training An increased number of training opportunities have been provided within the region to
support the Planning core capability. These courses have encompassed mass fatality
incident management, NIMS ICS training, and early alerting and notification, and other
essential topics. Local participation in training activities has improved in several
counties within the region.

Exercises Tabletop exercises throughout the region have taken place over the year.

Explanatory Notes/Comments

Assessment Corroboration

Exercise(s)/Real-world Event(s) contributing to assessment of this core capability:
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e Tabletop Exercise of Downed aircraft with Fort Hood
e Tabletop exercise with Milam County with Mass Casualties
o Real world wildfire events throughout the region

Gap Responsibility

The jurisdiction will continue to increase this capability; some small portion of capacity will remain
reliant on outside assets from higher levels of government.
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Public Information and Warning Core Capability

e Mission Areas: All

e Description: Deliver coordinated, prompt, reliable, and actionable information to the whole
community using clear, consistent, accessible, and culturally and linguistically appropriate
methods to effectively relay information regarding any threat or hazard, as well as the actions
being taken and the assistance being made available, as appropriate.

Priority
High

Capability Target

Capability Ratings

Prevention: Deliver coordinated, prompt, reliable and actionable messages to
100% of the 471,544 residents, including 60,000 persons with Access and
Functional Needs, and 100% of visitors and transients, in the impacted area
to aid in the prevention of imminent or follow-on terrorist attacks.
Mitigation: Provide 100% of the residents with useful and relevant
information on threats and hazard faced by the community and how to
prepare for them. Deliver public information and warnings in English and
Spanish, and accessible means to 471,544 residents, including 60,000 persons
with Access and Functional Needs, and of the visitors and transients over
6,600 square miles of impacted area through multiple channels to include
social media.

Response: Within 5 hours following the incident, provide coordinated,
prompt, reliable, and actionable information regarding critical lifesaving
and life-sustaining information to the 7 emergency response organizations,
471,544 residents, 60,000 persons with Access and Functional Needs, and
100% of the visitors and transients to expedite the delivery of emergency
services and aid the public in taking protective actions.

Recovery: Within 24 hours after the threat of an emergency or disaster event
has passed, provide effective recovery-related public information messaging
and communications to the 471,544 residents, 60,000 persons with Access
and Functional Needs, and 100% of the visitors and transients over 6,600
square miles of impacted area.

POETE

Internal Capability Rating Mutual Aid Capability Rating

Planning

2 - Some plans/annexes exist 4 - Plans/annexes are complete and
have been updated within 5 years

Organization

1 - 0-20% of required organization exists 4 - 61-80% of required

organization/personnel exists

Equipment 2 - 21-40% of required equipment exists 4 - 61-80% of required equipment
exists
Training 2 - 21-40% of required training exists 4 - 61-80% of required training exists
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POETE Internal Capability Rating Mutual Aid Capability Rating
Exercises 1 - No exercises/real-world demonstration 4 - Exercises/real-world demonstration
have occured in the last five years have occured; some areas for
improvement exist

Capability Gaps (note: a gap description is required for all elements rated less than 5)

POETE Capability Gaps

Planning P-1-Increase the development of emergency messaging with the aid of CTCOG
CodeRed emergency notification by utilizing updates from the various data bases, 9-1-
1 data base, personnel rosters, critical infrastructure and key resources, schools.
P-2-Incorporate mutual aid into plans
P-3-Validate plans through training events, exercises and real-world events.

Organization | O-1-Align organizational relationships with all agencies to support public information
and warning plans.

O-2-Increase participation among all the agencies and the national weather service.
Share the data among all the counties as events happen so the others can be more
prepared.

O-3-Include all the agencies as a contact list of support staff, volunteers, educate them
as to the operating procedures of the various warning systems and pubic information
sharing.

Equipment Many of our towns need more sirens and warning system - Killen has requested 3,
Salado (1), Hamilton (1), Milam County (3), Town of Buckholts for replacement of
older or non-working sirens.

Training T-1-Train all responders on how to activate emergency notifications processes and
provide user training on CodeRed.

T-2-Update training plans that support the revised information and warning plans for
their agencies.
T-3-Expand and train all agencies as to the various public information

Exercises E-1-During FT Hood exercise emergency notification system was not activated for the
Bell County notification system.

E-2-Update exercise plan to support all the information and public warning to include
CodeRed.

E-3-During the exercise of each county have injects to test public information and
warning system to some of the agencies.

Recent Advances

POETE Recent Advances

Planning Our new Emergency Notification system will allow each of the agencies to develop
contact list of all the personnel and resources.

Organization
Equipment Grants for public information has been shared among agencies for them to apply for.

Training
Exercises

Explanatory Notes/Comments
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Assessment Corroboration

Exercise(s)/Real-world Event(s) contributing to assessment of this core capability:
e Assessment is based wholly or partially on performance during a real-world incident or event.

o Real-world event(s): FT Hood Exercise demonstrated the need for better dialogue regarding
emergency notifications among various users.

Gap Responsibility

The jurisdiction will continue to increase this capability; some small portion of capacity will remain
reliant on outside assets from higher levels of government.
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Operational Coordination Core Capability

e Mission Areas: All
o Description: Establish and maintain a unified and coordinated operational structure and process
that appropriately integrates all critical stakeholders and supports the execution of core

capabilities.

Priority
High

Capability Target

Capability Ratings

Prevention: Ensure that 100% of investigative, intelligence, and other law
enforcement activities are coordinated among 7 sheriff’s Offices, 32 Police
Departments, 32 Fire Services, 7 Emergency Operations Centers and
regional fusion center to prevent initial or follow-on attacks with the Central
Texas Council of Governments in accordance with established protocols.
Protection: Establish and maintain a unified and coordinated operations
structure and process that appropriately integrates 100% of critical public
and private sector stakeholders across 7 counties and 32 municipalities in
the execution of core capabilities.

Mitigation: Integrate mitigation data elements into 100% of the Emergency
Operations Centers across 7 counties and 32 municipalities in support of
planning, response and recovery operations.

Response: Within 1 hour following an incident, establish and maintain a
unified and coordinated operational structure and process that integrates
the efforts of public and private stakeholders in the execution of core
capabilities across 7 counties and 32 municipalities and for 36 critical
infrastructure facilities, systems, and assets.

Recovery: Within 2 months following an incident, coordinate with 100% of
the applicable emergency management programs to define the path and
timeline for recovery across the 7 affected counties and in 32 municipalities
to achieve jurisdictional objectives that effectively coordinate and use
appropriate Federal, state, and local assistance as well as hongovernmental
and private sector resources.

POETE Internal Capability Rating Mutual Aid Capability Rating
Planning 3 - Plans/annexes are complete but require 4 - Plans/annexes are complete and
update have been updated within 5 years

Organization 4 - 61-80% of required 4 - 61-80% of required
organization/personnel exists organization/personnel exists

Equipment 3 - 41-60% of required equipment exists 4 - 61-80% of required equipment

exists
Training 3 - 41-60% of required training exists 4 - 61-80% of required training exists
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POETE Internal Capability Rating Mutual Aid Capability Rating
Exercises 3 - Exercises/real-world demonstration have | 4 - Exercises/real-world demonstration
occured; few mission critical findings exist have occured; some areas for
improvement exist

Capability Gaps (note: a gap description is required for all elements rated less than 5)

POETE Capability Gaps

Planning P-1-Need to get more VFD into the planning mode of understanding protocols of ICS.
P-2-Need to coordinate plans with private and non-private sectors.
P-3-Need to develop and include hazards, threats in specific annexes.

Organization | O-1-Need to update many of the county and smaller city plans.
0-2-Align organizational relationships to support revised operations coordination plans.
Command, control and coordination among all agencies. Establish common operating
procedures. Establish lines of communications among all agencies.
0O-3-Must have mutual aid for coordination efforts.

Equipment E-1-Add or increase equipment such as AV, mapping software, and communication
equipment.
E-2-Some cities depend on county support to handle coordination for them.
E-3-Educate agencies on protocols and equipment support needed.
E-4-Review capability requirements and will they meet the extraordinary events that
will exceed the capabilities.

Training T-1-Update training plans to support new operational coordination plans.
T-2-To improve upon the existing state of the Operational Coordination core capability,
a wide array of training is needed to better understand the intricacies of multi-agency
and multi-jurisdiction coordination for all hazards while taking a whole community
approach. Increased participation by local agencies in training activities is also
necessary to further develop the capability to meet its target.
T-3-Train agencies in coordination of plans and ICS levels and structure.

Exercises E-1-NIMS/ICS training must be utilized in all exercises, drills and workshops.
E-2-More training on WEB-EOC
E-3-Emergency Management training at all levels to include volunteers, corporations,
first responders, elected officials. Exercise opportunities are needed throughout the
region to validate existing plans and practices related to resource management;
command, control, and coordination; establishment of priorities, objectives, and
strategies; information flow; establishing unity of effort and a common operating
picture; communication; roles and responsibilities; ICS implementation; and
stakeholder engagement. Agency participation in training and exercises needs to be
increased across the region.

Recent Advances

POETE Recent Advances

Planning The regional mass fatality management plan was developed in the past 12 months. The
plan identifies the fundamental responsibilities for response partners to mass fatality
incidents to facilitate coordination both on-scene and off-scene. Emergency
management plans have been updated within the past 12 months.

Organization | Multi-agency, multi-jurisdictional, and regional training and exercise efforts have
increased the functional areas of this capability across the region and state.
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POETE Recent Advances
Equipment
Training CTCOG continues to encourage local agencies to complete the online IS courses for

NIMS and ICS. Additionally, CTCOG continues to provide G-300 and G-400 courses
throughout the region.

Exercises The regional mass fatality functional exercise, as well as the mass fatality tabletop
exercise series, evaluated incident command and operational coordination in detail.

Explanatory Notes/Comments

Assessment Corroboration
Exercise(s)/Real-world Event(s) contributing to assessment of this core capability:

e Assessment is based wholly or partially on performance during a real-world incident or
event.

Gap Responsibility

The jurisdiction will continue to increase this capability; some small portion of capacity will remain
reliant on outside assets from higher levels of government.
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Intelligence and Information Sharing Core Capability

e Mission Areas: Prevention, Protection

o Description: Provide timely, accurate, and actionable information resulting from the planning,
direction, collection, exploitation, processing, analysis, production, dissemination, evaluation, and
feedback of available information concerning physical and cyber threats to the United States, its
people, property, or interests; the development, proliferation, or use of WMDs; or any other
matter bearing on U.S. national or homeland security by local, state, tribal, territorial, Federal,
and other stakeholders. Information sharing is the ability to exchange intelligence, information,
data, or knowledge among government or private sector entities, as appropriate.

Priority

Medium

Capability Target Provide 100% timely, accurate, and actionable information, intelligence
data and knowledge, including 6 suspicious activity reports, concerning
threats to the Central Texas Council of Governments to personnel at 33
critical infrastructure facilities, 18 law enforcement agencies, and 34 private
sector partners.

Capability Ratings

POETE Internal Capability Rating Mutual Aid Capability Rating
Planning 2 - Some plans/annexes exist 3 - Plans/annexes are complete but
require update
Organization 2 - 21-40% of required 2 - 21-40% of required
organization/personnel exists organization/personnel exists
Equipment 2 - 21-40% of required equipment exists 3 - 41-60% of required equipment
exists
Training 1 - 0-20% of required training exists 3 - 41-60% of required training exists
Exercises 1 - No exercises/real-world demonstration 3 - Exercises/real-world demonstration
have occured in the last five years have occured; few mission critical
findings exist

Capability Gaps (note: a gap description is required for all elements rated less than 5)

POETE Capability Gaps

Planning P-1-Law enforcement agencies need to share success and failures among all agencies
not just the larger department. Existing plans address this capability to an extent;
however, additional planning efforts are needed to implement intelligence and
information sharing at a regional level. Integration of fusion centers into plans has not
yet occurred. Fusion centers are currently not included as stakeholders in planning
efforts.
P-2-Need to develop an intel and information sharing plan.
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POETE Capability Gaps
P-3-Smaller jurisdictions must in the loop with the larger agencies regarding the sharing
of intel and information at each level.

Organization | O-1- Develop organizational relationships that support intel and information sharing
plans.
0-2-Smaller agencies need to be kept informed on all intel and information sharing.

Equipment E-1-The need for equipment that will enable better sharing of intel and information
sharing regarding intelligence must be protected by some encryption, secure sight etc.
E-2-Additional  personnel are needed to support this  capability.
Information/Intelligence Analysts are needed in all counties within the region.
Integration of fusion centers is needed throughout the region. The region would also
benefit from establishing a fusion center. Law enforcement agencies need additional
personnel to conduct threat assessments, develop intelligence products, and disseminate
information to stakeholders within the region.

Training T-1-Sharing of information among all law enforcement is encouraged some of
the smaller departments don't make meetings or training that is offered.
T-2-Update all training programs to support information and intel sharing.
T-3-Training on threat assessments for all areas must be included in the training
for all the agencies.

Exercises E-1-Exercises need to develop an exercise plan to support the intel and
information sharing.
E-2-During exercises injects for secured networks, security issues must be
addressed to test system.

Recent Advances

POETE Recent Advances
Planning

Organization

Equipment

Training

Exercises

Explanatory Notes/Comments

Assessment Corroboration

Exercise(s)/Real-world Event(s) contributing to assessment of this core capability:

o Assessment is based wholly or partially on performance during a real-world incident or event.

Gap Responsibility

The jurisdiction will potentially increase this capability; a significant portion of required capacity
will remain reliant on outside assets from higher levels of government.
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Interdiction and Disruption Core Capability

e Mission Areas: Prevention, Protection
« Description: Delay, divert, intercept, halt, apprehend, or secure threats and/or hazards.

Priority
Medium

Capability Target Coordinate with 1 federal, 2 State and 4 local law enforcement agencies to

interdict 100% of conveyances, cargo and persons associated with a terrorist
threat to the Central Texas Council of Governments. Conduct tactical
counterterrorism response to imminent threats and render safe and dispose
of 100% of CBRNE hazards in all locations in all environments consistent
with established protocols.

Capability Ratings

POETE Internal Capability Rating Mutual Aid Capability Rating
Planning 1 - No plan/annexes exist 3 - Plans/annexes are complete but
require update
Organization 1 - 0-20% of required organization exists 3 - 41-60% of required
organization/personnel exists
Equipment 1 - 0-20% of required equipment exists 3 - 41-60% of required equipment
exists
Training 1 - 0-20% of required training exists 3 - 41-60% of required training exists
Exercises 1 - No exercises/real-world demonstration 3 - Exercises/real-world demonstration
have occured in the last five years have occured; few mission critical
findings exist

Capability Gaps (note: a gap description is required for all elements rated less than 5)

POETE
Planning

Organization

Capability Gaps

P-1-Plans to incorporate law enforcement operations for trafficking.

P-2-Need to involve internal agencies, neighboring agencies and state agencies in the
planning process. Integration of anti-terrorism operations, CBRNE render safe, disease
prevention, financial disruption, cargo interdiction, conveyance interdiction, CBRNE
acquisition prevention, and wide-area search and detection operations is needed to
strengthen this capability.

P-3-Validate plans through exercise and training events.

O-1-Include all financial institutions in the planning process. Law enforcement
agencies across the region need personnel to support anti-terrorism operations, CBRNE
detection, CBRNE render safe, deterrence, cargo interdiction, conveyance interdiction,
CBRNE acquisition prevention, tactical operations, terrorist and weapon tracking, and
wide-area search and detection capabilities. Regional response teams need additional
personnel to support CBRNE detection and CBRNE render safe capabilities. Local
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Equipment

Training

Exercises

CTC&G

Capability Gaps

public health stakeholders need additional personnel to support disease prevention.
Local jurisdictions and the private sector need personnel to support financial disruption
prevention.

E-1-Review what equipment is needed to help support interdiction needs. Additional
equipment is needed to support this capability throughout the region. CBRNE detection
and render safe tools are needed by regional response teams. Tactical equipment for
law enforcement is needed, including personal protective equipment, optics, ballistic
shields, and other tactical equipment. Local agencies need software/hardware solutions
to prevent financial and information system disruption within the region.

E-2-Does the agencies have proper equipment to conduct proper screening during the
vetting process.

T-1-Continue training in Narcotic, passenger and commercial motor vehicle interdiction
training.

T-2-1dentify those training gaps that is due to turnover or other staffing situations.
T-3-Bring in Subject Matter Experts (SME) for training.

T-4 Emphasize more training on infrastructure and key resources.

E-1-Exercises which test highway drug interdiction, roadside interviews, concealed
contraband concealment.

E-2-Develop into the Exercises objectives and scenarios for the various incidents.
E-3-Implement the new corrective actions and improvement plans through evaluations
of exercises.

Recent Advances

POETE
Planning

Organization
Equipment
Training

Exercises

Recent Advances

Numerous agencies within the region have attended interdiction, disruption, human
trafficking, and other related courses to support this core capability.

Explanatory Notes/Comments

Assessment Corroboration

Exercise(s)/Real-world Event(s) contributing to assessment of this core capability:

o Assessment is based wholly or partially on performance during a real-world incident or event.
o Real-world event(s): Law enforcement apprehending drugs and human trafficking in all the
CTCOG region.
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The jurisdiction will continue to increase this capability; some small portion of capacity will remain
reliant on outside assets from higher levels of government.

Gap Responsibility
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Screening, Search, and Detection Core Capability

e Mission Areas: Prevention, Protection

o Description: Identify, discover, or locate threats and/or hazards through active and
passive surveillance and search procedures. This may include the use of systematic
examinations and assessments, bio surveillance, sensor technologies, or physical
investigation and intelligence.

Priority
Medium
N Prevention: Screen 100% of 5,000 employees, 400 vendors, 20,000 patrons at
Capability Target 3 mass gatherings and 2 special events when there are actionable, credible

intelligences that the events may be a target of a terrorist attack.

Protection: Screen 100% of 5,000 employees, 400 vendors, 100,000 patrons at
3 mass gatherings and 2 special events and employ at least 1 EOD, and 3 K-
9 teams up to a 1 mile radius around each event.

Capability Ratings

POETE Internal Capability Rating Mutual Aid Capability Rating
Planning 2 - Some plans/annexes exist 4 - Plans/annexes are complete and
have been updated within 5 years
Organization 2 - 21-40% of required 4 - 61-80% of required
organization/personnel exists organization/personnel exists
Equipment 1 - 0-20% of required equipment exists 3 - 41-60% of required equipment
exists
Training 1 - 0-20% of required training exists 3 - 41-60% of required training exists
Exercises 1 - No exercises/real-world demonstration | 4 - Exercises/real-world demonstration
have occured in the last five years have occured; some areas for
improvement exist

Capability Gaps (note: a gap description is required for all elements rated less than 5)

POETE
Planning

Organization

Capability Gaps

P-1-Plans to include new search techniques. Additional planning efforts are
needed to improve upon bio surveillance, CBRNE detection, electronic search,
laboratory testing, terrorist location, physical investigation, community resilience
and awareness, screening practices, and wide-area search.

P-2-Incorporate mutual aid into the plans.

P-3-Develop an outreach public outreach program that will allow citizens and
private involvement among all agencies.

O-1-New threats will lead to various changes in organization structure on who
can do what for who. Law enforcement agencies need personnel to support
CBRNE detection, electronic search, physical investigation, terrorist location,
screening, and wide-area search. Fire suppression agencies need personnel to
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Equipment

Training

Exercises

CTC&G

Capability Gaps

support CBRNE detection and wide-area search. Local agencies need
personnel to support public education efforts promoting an observant nation.
E-1-Additional equipment will be needed for screening and search techniques in the
area. Operational equipment is needed to support wide-area search, physical
investigation, CBRNE detection, and terrorist location. Public education materials
specific to the local area are needed to support the promotion of an observant nation.
T-1-Training to volunteer in search and rescue. To improve upon the existing state of
the Screening, Search, and Detection core capability, a wide array of training is needed
to better understand the implementation and development of the capability for all
hazards while taking a whole community approach. Increased participation by local
agencies in training activities is also necessary to further develop the capability to meet
its target.

T-2-Address training gaps resulting from staff turnovers.

T-3-Incorporate Subject matter experts in all training.

T-4-Training on how to handle sensitive information.

Have exercises to show use of Cadaver dogs. How to utilize grid patterns for search
and rescue and record keeping.

E-2-Exercise should include the potential key resources and infrastructure. Future
exercises should, as applicable, incorporate evaluation metrics for bio surveillance,
CBRNE detection, electronic search, laboratory testing, terrorist location, physical
investigation, screening, and wide-area search. Public reporting of suspicious behavior
should also be validated through exercise opportunities.

Recent Advances

POETE
Planning

Organization

Equipment
Training
Exercises

Recent Advances
Better surveillance techniques among law enforcement agencies help with
controlling drugs in the CTCOG area.

Numerous local agencies have attended training to support this core capability.

Explanatory Notes/Comments

Assessment Corroboration

Exercise(s)/Real-world Event(s) contributing to assessment of this core capability:

o Assessment is based wholly or partially on performance during a real-world incident or event.
o Real-world event(s): Bell and Milam County have some of the highest rates for drug trade due to
the Highway 79 and Interstate 35 being a main pipeline for drug runners.
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The jurisdiction will continue to increase this capability; some small portion of capacity will remain
reliant on outside assets from higher levels of government.

Gap Responsibility
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Forensics and Attribution Core Capability

e Mission Area: Prevention

« Description: Conduct forensic analysis and attribute terrorist acts (including the means
and methods of terrorism) to their source, to include forensic analysis as well as
attribution for an attack and for the preparation for an attack to prevent initial or follow-
on acts and/or swiftly develop counter-options.

Priority
Low

Capability Target Prioritize, collect and examine 100% if evidence associated with an act

of terrorism or an imminent terrorist attack across 7 counties and 36
critical infrastructure sectors. Identify 100% of the terrorist actors, co-
conspirators, and their sponsors by fusing all science-based forensic
results and all source intelligence information across 7 counties and 36
critical infrastructure sectors.

Capability Ratings

POETE Internal Capability Rating Mutual Aid Capability Rating
Planning 1 - No plan/annexes exist 3 - Plans/annexes are complete but
require update
Organization 2 - 21-40% of required 4 - 61-80% of required
organization/personnel exists organization/personnel exists
Equipment 2 - 21-40% of required equipment exists 4 - 61-80% of required equipment
exists
Training 2 - 21-40% of required training exists 4 - 61-80% of required training exists
Exercises 1 - No exercises/real-world demonstration | 3 - Exercises/real-world demonstration
have occured in the last five years have occured; few mission critical
findings exist

Capability Gaps (note: a gap description is required for all elements rated less than 5)

POETE
Planning

Capability Gaps

CTCOG area does not have full fledge forensics lab. Our local law enforcement and
sheriff department have ability of fingerprinting.

P-1-Most of the local agencies must plan to coordinate between federal agencies to assist
with forensics and evidence collection. Existing plans do not adequately address this
capability. Additional planning efforts and updates are needed to increase this
capability. Stakeholders and local agency involvement are needed to improve upon
planning efforts. Existing plans need to be updated to include metrics for assessing
terrorist capabilities, attribution assessments, biometric analysis, crime scene
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Organization

Equipment

Training

Exercises

CTC&G

Capability Gaps

preservation, crime scene exploration, digital network exploitation, evidence collection,
forensic analysis, and terrorist investigations.

O-1-Local agencies must plan and coordinate with federal partners for forensics
attribution.

0-2-Need help with forensics, digital media, physical evidence. Additional trained and
qualified personnel are needed to support this capability in the areas of terrorist
capability assessments, attribution assessments, biometric analysis, CBRNE material
analysis, crime scene operations, digital media and network operations, evidence
collection, forensic analysis, and terrorist investigations. Additional participation by
agencies and stakeholders is needed to improve the capability. Additional hazardous
materials technicians are needed throughout the region.

E-1-More training is required by the smaller law enforcement agencies.

E-2-Most equipment for evidence collection, CBRNE needs repair or replacement.
T-1-Need to develop a training plan for forensics attribution. To improve upon the
existing state of the Forensics and Attribution core capability, a wide array of training
is needed to better understand the implementation and development of the capability for
all hazards while taking a whole community approach. Increased participation by local
agencies in training activities is also necessary to further develop the capability to meet
its target. Necessary training includes, but is not limited to, the following courses as
identified by stakeholders within the region: AWR-305 Bioterrorism Awareness:
Collaboration Among First Responders and Health Professionals; Homeland Security
Exercise and Evaluation Program Training Course; AWR-103 Crime Scene
Management for Chemical, Biological, Radiological, Nuclear, or Explosive Incidents;
Fundamentals of Building Science; Science of Disaster; Cybersecurity Investigations
and Network Forensics Analysis: Practical Techniques for Analyzing Suspicious
Network Traffic; Cybersecurity Investigations and Network Forensics Analysis:
Practical Techniques for Analyzing VolIP Traffic; and Mile2 Certified Network
Forensics Examiner.

E-1-During exercise have an exercise plan to support a revised forensic and attribution
plans. Future exercises should implement metrics to evaluate plans and processes related
to assessing terrorist capabilities, attribution assessment, biometric analysis, CBRNE
material analysis, crime scene operations, digital media and network exploitation,
evidence collection, forensic analysis, and terrorist investigations. Additional
stakeholder and agency involvement in exercises is needed throughout the region.

Recent Advances

POETE
Planning

Organization
Equipment
Training
Exercises

Recent Advances

Recent advances in fingerprinting helps law enforcement with cases.

Explanatory Notes/Comments
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Exercise(s)/Real-world Event(s) contributing to assessment of this core capability:

Assessment Corroboration

o Assessment is based wholly or partially on performance during a real-world incident or event.
Gap Responsibility

The capability target should be attainable solely by jurisdiction; the jurisdiction will continue to
increase this capability until the outcome is reached.
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Access Control and Identity Verification Core Capability

e Mission Area: Protection
o Description: Apply and support necessary physical, technological, and cyber measures to
control admittance to critical locations and systems.

Priority
Medium

Capability Target Verify the identities and control access of 100% of 10,000 employees, 425
vendors, 50 volunteers and 20,000 visitors at 21 critical locations and systems
through physical, technological and cyber measures, limiting access to only
authorized individuals to carry out legitimate activities in an area covering
1,050 square miles.

Capability Ratings

POETE Internal Capability Rating Mutual Aid Capability Rating
Planning 2 - Some plans/annexes exist 4 - Plans/annexes are complete and
have been updated within 5 years
Organization 1 - 0-20% of required organization exists 3 - 41-60% of required
organization/personnel exists
Equipment 1 - 0-20% of required equipment exists 2 - 21-40% of required equipment
exists
Training 1 - 0-20% of required training exists 3 - 41-60% of required training exists
Exercises 1 - No exercises/real-world demonstration | 3 - Exercises/real-world demonstration
have occured in the last five years have occured; few mission critical
findings exist

Capability Gaps (note: a gap description is required for all elements rated less than 5)

POETE Capability Gaps
Planning P-1-Develop plans to help with access control into unsecured pars of buildings by
guidelines for visitor access.
P-2-Plans need to incorporate the private and non- profit sectors.
P-3-Plans need to be tested through Training and exercises.
Organization | O-1-Include those businesses that deal with Cybersecurity issues and how they handle
situations.
0-2-How does some of the local business deal with access and control points of entry.
Equipment E-1-Establish some type of credentialing system.
E-2-Vet or verify persons who work in secure arras.
E-3-Data bases that can be shared among all law enforcement agencies and security
personnel.
Training T-1-Retrain all agencies and volunteers on the use of the current badging systems.
T-2 - train all employees as to the vetting process for secure areas.
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Fnments

POETE Capability Gaps

Exercises E-1-Mass Fatality exercises showed our weakness for large events in which badging
and credentials of families and staff where a must. Family Assistance Centers will
require some form of access control.

E-2-ldentify any potential breaking point or weakness regarding capabilities by the
Exercise scenarios from drills to Full Scale Exercises.

Recent Advances

POETE Recent Advances
Planning

Organization

Equipment

Training

Exercises

Explanatory Notes/Comments

Assessment Corroboration

Exercise(s)/Real-world Event(s) contributing to assessment of this core capability:

e Assessment is based wholly or partially on performance during an exercise.

Gap Responsibility

The jurisdiction will continue to increase this capability; some small portion of capacity will remain
reliant on outside assets from higher levels of government.
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Cybersecurity Core Capability

e Mission Area: Protection
o Description: Protect (and if needed, restore) electronic communications systems,
information, and services from damage, unauthorized use, and exploitation.

Priority
Medium

Capability Target Protect 100% of electronic computers, networks and 2 SCADA systems and

the information contained therein at 24 critical infrastructure facilities and
200 private businesses from damage, unauthorized use and/or explosions.

Capability Ratings

POETE Internal Capability Rating Mutual Aid Capability Rating
Planning 1 - No plan/annexes exist 4 - Plans/annexes are complete and
have been updated within 5 years
Organization 1 - 0-20% of required organization exists 3 - 41-60% of required
organization/personnel exists
Equipment 1 - 0-20% of required equipment exists 3 - 41-60% of required equipment
exists
Training 1 - 0-20% of required training exists 3 - 41-60% of required training exists
Exercises 1 - No exercises/real-world demonstration 3 - Exercises/real-world demonstration
have occured in the last five years have occured; few mission critical
findings exist

Capability Gaps (note: a gap description is required for all elements rated less than 5)

POETE
Planning

Organization

Equipment

Training

Capability Gaps

P-1-Smaller jurisdictions need to develop plans to handle Cybersecurity issues.
P-2-Coordinate plans to include non- profits, private business.

P-3-Increase public awareness for cybersecurity - involve banks, saving and loans, all
financial institutions.

O-1-Include all financial institutions in cyber security meetings and scenarios.
O-2-Include all the key resources with updates and meetings.

E-1-Having new electronic access for points for large computer networks of business,
banking, electrical grids and substation.

E-2-Install detection and protection software on all systems.

T-1-Training needed on protocols for accessing secure facilities by controlling access
points through a series of screening. Basic operational security for control system.
Address training gaps in staff, turnovers within departments.

T-2-Have SME's at training events.

T-3-Implement multi-agencies, and state and neighboring counties in training events.
T-4-Training on how to handle sensitive material.
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Fnments

POETE Capability Gaps

Exercises E-1-Implement corrective actions and improvement plans.

E-2-Increase participation in all exercises from the private sector, businesses, key
resources and non-governmental agencies.

Recent Advances

POETE Recent Advances
Planning

Organization

Equipment

Training

Exercises

Explanatory Notes/Comments

Assessment Corroboration

Exercise(s)/Real-world Event(s) contributing to assessment of this core capability:

e Assessment is based wholly or partially on performance during a real-world incident or event.
Real-world event(s):
¢ Recent events in which major company’s computers were hacked require change of banks cards
for millions. Scams throughout the region exposed weakness in cyber education.

Gap Responsibility

The capability target should be attainable solely by jurisdiction; the jurisdiction will continue to
increase this capability until the outcome is reached.
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Physical Protective Measures Core Capability

e Mission Area: Protection

o Description: Implement and maintain risk-informed countermeasures, and policies
protecting people, borders, structures, materials, products, and systems associated with
key operational activities and critical infrastructure sectors.

Priority
Medium

Capability Target

Develop and implement physical protective measures for 100% of the 31

critical Infrastructure facilities, systems and assets, and 7 governments and
4 private sector governed internet systems through protective policies and
countermeasures against identified or perceived attacks or threats.

Capability Ratings

POETE

Internal Capability Rating

Mutual Aid Capability Rating

Planning

2 - Some plans/annexes exist

4 - Plans/annexes are complete and
have been updated within 5 years

Organization

2 - 21-40% of required
organization/personnel exists

4 - 61-80% of required
organization/personnel exists

have occured in the last five years

Equipment 2 - 21-40% of required equipment exists 4 - 61-80% of required equipment
exists

Training 2 - 21-40% of required training exists 4 - 61-80% of required training exists

Exercises 1 - No exercises/real-world demonstration | 3 - Exercises/real-world demonstration

have occured; few mission critical
findings exist

Capability Gaps (note: a gap description is required for all elements rated less than 5)

POETE
Planning

Organization

Equipment

Capability Gaps

P-1-Need to develop policies and procedures that are validated and tested through
training and exercises and real-world scenarios/events. Plans need to include risk
assessment of potential targets or valued assets. Plans do not adequately address
biosecurity, prioritization of assets, physical security measures, and the development of
site-specific and process-specific risk assessments.

O-1-Develop procedures for sharing threat information in a timely manner through law
enforcement and security. Security personnel are needed at all critical infrastructure
sites. Law enforcement agencies need additional management and operational

personnel.

O-1-Coordinate or standardize sets of physical barriers so that various agencies can have

access for physical protective measures.

E-1-Replace older barriers with new barriers.
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Training

Exercises

CTCOG

Capability Gaps

E-2-Upgrade reflective vest for personnel in some of the smaller jurisdictions.
E-3-Develop list of shared assets for protective devices. Software and hardware
solutions are needed to support the identification, prioritization, and site-/process-
specific risk assessment development activities within the region.

T-1-Address training gaps in proper protective barrier placements.

T-2-Training to include conducting risk assessment for each of the communities.
E-1-Have exercises to test security programs that will provide a means to counter threat
entities.

E-2-Exercises need to concentrate on those critical and key resources.

E-3-Increase participation in exercises with private and commercial business's.

Recent Advances

POETE
Planning

Organization
Equipment
Training
Exercises

Recent Advances

Explanatory Notes/Comments

Assessment Corroboration

Exercise(s)/Real-world Event(s) contributing to assessment of this core capability:
o Assessment is based wholly or partially on performance during a real-world incident or

event.

o Real-world event(s): During Ft Hood increased physical security by requiring all vehicles
to pass through gates must have ID, working dogs have been posted, and Security lighting
has increased.

Gap Responsibility

The jurisdiction will continue to increase this capability; some small portion of capacity will remain
reliant on outside assets from higher levels of government.
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Risk Management for Protection Programs and Activities Core Capability

e Mission Area: Protection
o Description: Identify, assess, and prioritize risks to inform Protection activities,
countermeasures, and investments.

Priority
Medium

Capability Target Complete 100% of risk assessments for 12 high priority assets and 24 critical
infrastructure sites within the 7-county region.

Capability Ratings

POETE Internal Capability Rating Mutual Aid Capability Rating
Planning 2 - Some plans/annexes exist 4 - Plans/annexes are complete and
have been updated within 5 years
Organization 1 - 0-20% of required organization exists 4 - 61-80% of required
organization/personnel exists
Equipment 2 - 21-40% of required equipment exists 4 - 61-80% of required equipment
exists
Training 2 - 21-40% of required training exists 4 - 61-80% of required training exists
Exercises 1 - No exercises/real-world demonstration 3 - Exercises/real-world demonstration
have occured in the last five years have occured; few mission critical
findings exist

Capability Gaps (note: a gap description is required for all elements rated less than 5)

POETE Capability Gaps

Planning P-1-Smaller jurisdictions need to develop plans regarding how to identify and
assess risk management.
P-2-Validate plans through training, exercises and real events

Organization | O-1-Coordinate with all agencies when discussing risk management with
private, non-profits, business, and volunteers. Coordinate with all the
community. Leaders risk assessments.

Equipment E-1-Utilize subject matter expert in training to help identify those risk
assessments of each jurisdiction.
E-2-Acquires software programs to help with Risk management.

Training T- Implement multi- agency and multi-jurisdictional training to ensure that all
stakeholders can function from same information and execute processes.
T-2-Execute training on key resources and the infrastructure of the
communities.

Exercises E-1-Increase participation among private sector and volunteers.
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O governments

Recent Advances

POETE Recent Advances
Planning

Organization

Equipment

Training

Exercises

Explanatory Notes/Comments

Assessment Corroboration
Exercise(s)/Real-world Event(s) contributing to assessment of this core capability:

e Assessment is based wholly or partially on performance during a real-world incident or
event.

o Real-world event(s): Many businesses have created a Chief Risk Officer or hire
consultants to help with Risk Management.

Gap Responsibility

The capability target should be attainable solely by jurisdiction; the jurisdiction will continue to
increase this capability until the outcome is reached.
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Supply Chain Integrity and Security Core Capability

e Mission Area: Protection
« Description: Strengthen the security and resilience of the supply chain.

Priority
Medium

Capability Target Upon notification of impending terrorist act or terrorist attack, achieve a
30% increase in the security and resiliency of the supply chain. Secure 3
supply and 8 transportation nodes, 2 pipelines, 1 railway, 1 airport, 6 major
roadways to transport materials between nodes, and materials in transit.

Capability Ratings

POETE Internal Capability Rating Mutual Aid Capability Rating
Planning 3 - Plans/annexes are complete but require 5 - Plans/annexes are complete, up to
update date, and verified through either
exercises or real world events
Organization 2 - 21-40% of required 4 - 61-80% of required
organization/personnel exists organization/personnel exists
Equipment 3 - 41-60% of required equipment exists 4 - 61-80% of required equipment
exists
Training 2 - 21-40% of required training exists 5 - 81-100% of required training exists
Exercises 1 - No exercises/real-world demonstration | 4 - Exercises/real-world demonstration
have occured in the last five years have occured; some areas for
improvement exist

Capability Gaps (note: a gap description is required for all elements rated less than 5)

POETE Capability Gaps

Planning P-1-Review and insert policies and procedures that will provide visibility and
traceability of products within a certain supply chain such as food supply.
P-2-Validate all plans trough training events, exercises, and real-world events.
Additional planning efforts are needed to strengthen this capability within the region.
At this time, few plans adequately address the intricacies of supply chain integrity and
security, including the analysis of supply chain dependencies, the implementation of
countermeasures and physical protection, the integration of security processes, and
verification and detection of threats to the supply chain.

Organization | O-1-ldentify those private sector vendors or contractor.
0-2-Maintain list of potential supply chain vendors both private and nationally.
Additional personnel and organizational structures are needed to support this capability.
Personnel are needed to perform supply chain dependency analysis and to integrate
countermeasures, physical protection measures, and security policies.
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POETE Capability Gaps

Equipment E-1-With new software system for tracking one can track commercial trucking, freight
by rail. Utilize new software for tracking inventory.

Training T-1-Hire additional Subject Matter Experts for training scenarios.
Training needs to include those critical and key resources for that region.

Exercises E-1-During exercise increase participation from private sector and community leaders.

Recent Advances

POETE

Recent Advances

Planning

Organization

Equipment

Training

Exercises

Explanatory Notes/Comments

Assessment Corroboration

Exercise(s)/Real-world Event(s) contributing to assessment of this core capability:

e Assessment is based wholly or partially on performance during a real-world incident or

event.

Gap Responsibility

The capability target should be attainable solely by jurisdiction; the jurisdiction will continue to
increase this capability until the outcome is reached.
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Community Resilience Core Capability

e Mission Area: Mitigation

o Description: Enable the recognition, understanding, communication of, and planning for
risk and empower individuals and communities to make informed risk management
decisions necessary to adapt to, withstand, and quickly recover from future incidents.

Individual and Community Preparedness

What programs or activities have jurisdictions within
your Region recently undertaken to foster individual
and community resilience?

Check all that apply:

X Using Media to promote individual and community
resilience

OPosting links or materials regarding individual and
community resilience on the jurisdiction’s website
OProviding funding for individual
resilience projects

and community

X conducting whole community exercises
OEncouraging state employees and their families to
prepare

O Communicating jurisdictional risks to community

ODistributing disaster preparedness information through
the public education system

OImplementing America’s PrepareAthon! To support
actions to prepare the public

X Developing a strategy for building community resilience

[JEstablishing a state level community resilience
task force or mechanism for coordinating
individual preparedness and community resilience

[JEstablishing and promoting local mechanisms, such as
Citizen Corps Councils, for the whole community
participation in development and review of jurisdictional
emergency management plans

BIReviewing inclusion of individuals with access and
functional needs in jurisdictional emergency plans

Olntegration of nontraditional, nongovernment resources
into state and local emergency plans

[ Other (specify below)

How is your Region measuring the effectiveness of
these programs or activities?

Some of our areas suffered damages when tornado
had hit in two counties causing some homeowners
to have to relocate permanently and others chose to
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rebuild in place. Mitigating risks in areas within the
region which are prone to flooding.

What results has your Region achieved through these
programs?

Providing sheltering needs for long term has created
a problem in relocating of individuals. Plans of
action put in place to prevent and respond to flooded
areas.

What are your Region’s primary obstacles to increasing
individual and community resilience?

Once residents in shelters - financing startup cost
for rebuilding proved harder than expected. Need
to focus on items to keep residents within the county
or city from leaving.

What steps should FEMA and is Federal partners take
to help States and Territories foster and sustain
effective individual and community resilience?

Utilization of temporary homes in the various areas
need to be assessed prior to emergency events that
has residents wanting to leave the area of the
incident. FEMA provide more information for
preparing for disaster that counties could circulate
to residents.

Priority
High

Capability Target

Ensure participation and outreach in integrated efforts to recognize,

understand, plan and mitigate risk and improve resilience of 100% of the 7
counties and 32 municipalities in the Central Texas Council of Governments
for 471,544 residents and 47,154 PAFN in the impacted area.

Capability Ratings

POETE

Internal Capability Rating

Mutual Aid Capability Rating

Planning

2 - Some plans/annexes exist

4 - Plans/annexes are complete and
have been updated within 5 years

Organization

1 - 0-20% of required organization exists

3 - 41-60% of required
organization/personnel exists

Equipment 2 - 21-40% of required equipment exists 3 - 41-60% of required equipment
exists

Training 1 - 0-20% of required training exists 4 - 61-80% of required training exists

Exercises 1 - No exercises/real-world demonstration 3 - Exercises/real-world demonstration

have occured in the last five years

have occured; few mission critical
findings exist

Capability Gaps (note: a gap description is required for all elements rated less than 5)

POETE
Planning

Capability Gaps

city or county needs.
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POETE Capability Gaps
P-2-Test and validate plans through exercises.

Organization | O-1-Developing community partnership among all business and residential
communities. This will give the community more buy into to the planning
process.
0O-2-Have collaborative planning and decision making.

0O-3 -Develop better communication and outreach to all partners.

Equipment E-1-Purchase modeling software to aid in preparing for community resilience.

Training T-1-Have training efforts that develop by preparing for economic and social
change in the various communities.

T-2-Include SME's throughout the region on all training events.

Exercises E-1-Mass Fatality Functional Exercise through the AAR showed our weakness on
community planning partners for planning and outreach activities.

Implement the appropriate corrective action plans into the plans as discussed in the
exercises.

E-2-ldentify through exercise what is your expected breaking points on various events.
E-1-ldentify those possible breaking points when doing large scale exercises.
E-3-Increase participation among non-governmental agencies and the private sector.

Recent Advances

POETE Recent Advances
Planning

Organization
Equipment
Training
Exercises

Explanatory Notes/Comments

Assessment Corroboration
Exercise(s)/Real-world Event(s) contributing to assessment of this core capability:
o Assessment is based wholly or partially on performance during a real-world incident or event.

Gap Responsibility

The capability target should be attainable solely by jurisdiction; the jurisdiction will continue to
increase this capability until the outcome is reached.
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Long-term Vulnerability Reduction Core Capability

e Mission Area: Mitigation

« Description: Build and sustain resilient systems, communities, and critical infrastructure
and key resources lifelines to reduce their vulnerability to natural, technological, and
human-caused threats and hazards by lessening the likelihood, severity, and duration of
the adverse consequences.

Priority
Medium

Capability Target Counties and municipalities implement their all hazard mitigation plans to
achieve a 100% measurable decrease in long-term vulnerability to identified
hazards for 150 lifeline critical infrastructure facilities, systems an asset to
include: 1 class 1 rail line, 4 highways, 2 public transit systems, 2 airports,
55 health/hospital facilities, 5 electrical generation and distribution stations,
and 34 water/wastewater treatment facilities over a 5-year period.

Capability Ratings

POETE Internal Capability Ratin